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Abstract

The deployment of the Internet of Things (10T) has left a strong demand on lightweight cryptography. Security and efficiency
algorithms on resource-constrained platforms. The given paper introduces the ONB-En 2.0, the improved variant of the ONB-
En lightweight block cipher, which resolves the linearity issues that the predecessor was limited to by introducing the
nonlinear elements in a very cautious manner. We develop a bit-sliced 4x4 S-box designing modelled by PRESENT, coupled
with an optimized permutation layer that maintains hardware achievement while markedly improving resistance against
differential and linear cryptanalysis. Our comprehensive security analysis demonstrates that ONB-En 2.0 achieves 10 rounds
of security with differential probability bounded by 2—48 and linear bias magnitude below 2—24. Hardware implementation
results on Xilinx Artix-7 FPGA show that ONB-En 2.0 requires only 1,247 gate equivalents (GE) with a throughput of 156.2
Mbps at 100 MHz, achieving 125 Kbps/GE efficiency. Comparative analysis against PRESENT, GIFT-128, and SPECK
demonstrates that ONB-En 2.0 offers superior hardware efficiency while maintaining cryptographic strength suitable for 10T
applications, including wireless sensor networks, RFID systems, and embedded secure communications.
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1. Introduction

The proliferation of the Internet of Things (1oT) is exponential. Employment has been a paradigm shift in the world of
modern computing, whose projections state more than 75 billion. Connected devices by 2025 [1]. Such products include
environmental sensors and smart home appliances, industrial control systems and medical implants, which produce
enormous amounts of sensitive data that must be secured with strong cryptography. Nevertheless, the extreme resource
limits of 10T hardware, such as a lack of processing power, a small memory size, a limited energy budget, and strict cost
considerations, make traditional cryptographic functions, such as AES, unfeasible in most deployment applications. [2].
Lightweight cryptography has been proposed as an important research field to solve these issues with attention paid to the
design of cryptographic primitives with acceptable security and reduced computational complexity, memory usage, and
power consumption [3] [4]. Such interest in the subject has been stimulated by the National Institute of Standards and
Technology (NIST) lightweight cryptography standardization process, which has resulted in ASCON being selected as the
standard lightweight authenticated encryption. [5] [6]. Based on this foundation, our previous work introduced ONB-En, a
lightweight hardware-oriented block cipher designed specifically for ultra-constrained 10T environments [14]. The original
ONB-En cipher obtained remarkable hardware efficiency through a purely linear construction based on optimal normal
basis arithmetic in GF (264), requiring minimal gate count and presenting excellent performance characteristics. However,
the linear structure, while beneficial for hardware simplicity, presented fundamental security constraints with respect to
resistance to differential and linear cryptanalysis, necessitating a conservative 16-round design to achieve an adequate
security edge.

1.1 Motivation and Contributions

In this paper, ONB-En 2.0, the greatly improved variant of the ONB-En cipher, will be introduced, which overcomes the
linearity weakness of the original design without compromising the hardware efficiency benefits of the original design.
The main motivation is based on three main observations: first, lightweight ciphers in modern times prove that well-chosen
nonlinear components can be efficiently implemented in hardware; second, that bit sliced S-box implementations can have
good area throughput tradeoffs; thirdly, the mathematical structure of optimal normal basis operations can be exploited
synergistically with nonlinear substitution layers. The main contributions of this work are:

1. Enhanced Cipher Design: We present ONB-En 2.0, which incorporates a lightweight 4x4 S-box layer with optimized
diffusion properties while maintaining the efficient ONB-based permutation structure. The new design achieves security
with 10 rounds compared to 16 rounds in the original ONB-En.

2. Comprehensive Security Analysis: We provide an exacting cryptanalysis evaluation that contain differential
cryptanalysis with proven bounds on differential probability (< 2—48 for 10 rounds), linear cryptanalysis explains the
magnitude of bias below 2—24, algebraic attack complexity analysis, and verification of avalanche criteria.

3. Hardware Execution and Optimization: We offering detailed results of FPGA and ASIC implementation, demonstrating
that ONB-En 2.0 achieves 1,247 GE with 156.2 Mbps throughput on Artix-7 FPGA, equivalent to
125 Kbps/GE efficiency metric superior to competing designs.

4. Comparative Evaluation: We conduct widespread benchmarking against established lightweight ciphers (PRESENT,
GIFT-128, SPECK, SIMON) across multiple metrics, including area, power consumption, throughput, and energy per bit,
demonstrating competitive advantages in hardware-constrained scenarios.

The remainder of the paper is organized as follows. Section Il is a review of related literature in lightweight cryptography
and a study of block cipher designs. Section 111 gives the full description of ONB-En 2.0, S-box design, and permutation
layer and key schedule. In section 1V, we provide our overall security analysis which includes various attack vectors.
Section V outlines the findings of the hardware performing and representation comparison. Section VI is on practice and
deployment concerns. Lastly, a conclusion, which also forms the final section of the paper, gives an indication of future
research directions.

2. Related Works
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Lightweight cryptography is an area of research that has progressed greatly in the last twenty years as a result of the spread
of resource-constrained computing systems. The section provides an overview of the development of lightweight block
ciphers, the discussion of their design ideas, and the location of ONB-En 2.0 in the contemporary literature.

2.1 Evolution of Lightweight Block Ciphers

The idea of lightweight cryptography was becoming popular in 2007 with the publication of PRESENT, which proved that
security would be achievable with extremely small hardware requirements [15]. PRESENT uses a 64-bit block size using
keys of 80 or 128 bits based on the system, 4x4 S-box repeated 16 times per round and 31 rounds. The hardware
implementation of the cipher takes around 1,570 GE, which is another record in small cryptographic design. Later studies
have demonstrated that PRESENT is resistant to several cryptanalytic attacks; however, relatively slow diffusion issues
have been reported with PRESENT [16]. SIMON and SPECK [17], introduced by the National Security Agency in 2013,
represent a different design philosophy that emphasizes software efficiency with relatively small hardware footprints.
SIMON uses a Feistel structure of simple bit wise operations (AND, XOR, rotation) whereas SPECK uses Addition-
Rotation-XOR (ARX) operations. Nevertheless, despite their efficiency, both ciphers have been questioned in terms of
their security margins and design reasoning, and some researchers are concerned about possible backdoors [18].

The GIFT family of ciphers [19] which is an advancement of PRESENT implements a faster accountable layer of bit
permutation and a re-implemented S-box which is less expensive to implement. GIFT-64 and GIFT-128 have a result of
about 1345 GE and 1997 GE, respectively, which shows that handicapping the permutation layer can have a strong effect
on hardware efficiency. The GIFT design philosophy is focused on the transparency of security analysis and has been
acceptable in the lightweight cryptography community. The GIFT family of ciphers [19], designed as an improvement over
PRESENT, introduces a more efficient bit permutation layer and a redesigned S-box that reduces implementation costs.
GIFT-64 and GIFT-128 achieve approximately 1,345 GE and 1,997 GE respectively, demonstrating that careful
optimization of the permutation layer significantly impacts hardware efficiency. The GIFT design philosophy emphasizes
transparency in security analysis and has gained acceptance in the lightweight cryptography community.

2.2 Recent Developments and NIST Standardization

Authenticated encryption schemes, where the environment is constrained, have been researched extensively with the
catalysis of NIST Lightweight Cryptography standardization project, initiated in 2018, being the first of its kind to be
structured as such. An algorithm called ASCON, which became the winner, utilizes a 320-bit sponge construction and 5-
bit S-boxes used in parallel. Software and hardware implementations of ASCON scale quite well, however, the state size
may be very large and hence inappropriate in ultra-constrained applications.

The NIST Lightweight Cryptography standardization project, initiated in 2018, has catalyzed significant research into
authenticated encryption schemes for constrained environments [13]. The winning algorithm, ASCON [20], employs a
sponge construction with a 320-bit state and 5-bit S-boxes applied in parallel. ASCON achieves excellent performance in
both software and hardware implementations, though its state size may be excessive for ultra-constrained scenarios.

In 2018, a burst of studies on authenticated encryption systems in constrained environments has emerged around the NIST
Lightweight Cryptography standardization project, especially with references to authenticated encryption of data
communication and storage systems over the Internet of Things and other networked environments with small computing
means [13]. Winner of the contest was the algorithm ASCON ASCON which has a state of 320 bits and S-boxes of 5 bits
in parallel in a sponge construction [20]. ASCON is very high software and hardware implementation but it may have a
state size that is too large in ultra-constrained environments. Other well-known finalists are Romulus [21], built on the
SKINNY tweakable block cipher, which has good security characteristics and competitive performance, and
PHOTONBeetle, which is based on a sponge construction using PHOTON permutations. Both directions have varying
tradeoffs between security, performance [22], and complexity of implementation, which is also varied in the requirements
of 10T applications [10].

2.3 S-box Design Principles

The substitution box (S-box) is a major element in a modern block cipher design that gives the necessary nonlinearity to
counter the security of both the differential and linear attacks. Designing of S-boxes entails a trade-off between a variety
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of requirements such as nonlinearity, uniformity of the differential, linear approximation probability, algebraic complexity
and implementation cost [23].

The 4x4 S-box size has also become especially appropriate to lightweight implementations, with its size providing a good
tradeoff between security properties and hardware. PRESENT’s S-box achieves difference uniformity of 4 and linearity of
4, applied in relatively 28 GE [15]. Alternative formulate, such as the RECTANGLE S-box [24] and SKINNY S-box [25],
examine different points in the security-efficiency tradeoff space. Bitslicing methods initially created to be used in software
implementations have also been useful in hardware design [26]. Bitsliced S-box accomplishment express the substitution
operation as a sequence of Boolean operations on single bits over multiple S-box instances, enabling parallel processing
and normal circuit structures that benefit hardware synthesis tools [12].

2.4 The Cryptography of Normal Basis

ONB representations in finite fields have special benefits to hardware implementation. On a normal basis representation

n—1 2t
over [27]. In a normal basis representation over GF(2"), structure are exhibited as ¢ = >0 @B where £ is a normal
component. Type-I perfect normal bases, where n+1 is prime and 2 is an elementary root modulo n + 1, allow particularly
efficient squaring operations that require only cyclic shifts [28].

These properties were used in the original ONB-En cipher to provide massive hardware efficiency using only linear
operations [14]. Nonlinear components were however omitted which required many rounds to be secure in which the
efficiency per round was partially counteracted. This is the basis of our work, which accommodate nonlinearity without
compromising the advantageous characteristics of ONB arithmetic.

2.5 Positioning ONB-En 2.0

ONB-En 2.0 signals a new place in the lightweight cipher space, ensuring efficiency in hardware of normal basis arithmetic,
but with current nonlinear design thinking. Our permutation layer uses the natural efficiency of normal basis squaring,
unlike PRESENT or GIFT, which use the expensive bit permutations. We offer clear security analysis and comfort
guarantees on cryptanalytic resistance, as compared to SIMON and SPECK. We attack more seriously constraint devices,
in which state size needs to be reduced, against ASCON. Tablel presents an overview comparison of design philosophies.

The subsequent sections detail how ONB-En 2.0 achieves its design objectives through careful integration of S-box
nonlinearity with ONB-based diffusion, supported by rigorous security analysis and comprehensive implementation
evaluation.

Table 1. Comparison of lightweight cipher design approaches

Cipher Block Structure GE Rounds
PRESENT 64 SPN 1570 31
GIFT-64 64 SPN 1345 28
SIMON-64 64 Feistel 1396 32
SPECK-64 64 ARX 1450 27
ONB-En 64 Linear 1023 16
ONB-En 2.0 64 Hybrid 1247 10

3. Proposed Framework: ONB-EN 2.0

This section presents the complete specification of ONBEn 2.0, detailing the cipher’s architecture, component designs, and
operational procedures. We begin with an overview of the cipher structure, then examine each component in detail, and
conclude with the key schedule algorithm.

3.1 Cipher Overview and Design Rationale
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ONB-En 2.0 is a 64-hit block cipher with 128-bit key length, which was implemented as a Substitution-Permutation
Network (SPN) with 10 rounds. The cipher operates by repeatedly adding and multiplying data with nonlinear substitution
and linear diffusion, and adding round keys which offers transformation based on the key. Every round involves four
functions performed one right after the other; AddRoundKey, SubBytes, ShiftRows and MixColumns as shown in Figl.

There are three principles that the design philosophy stresses on. Firstly, all design decisions (including S-box selection
and permutation structure) are guided by the concept of emphasizing hardware efficiency (via minimum number of gates
and minimal power). Second, the notion of security adequacy demands known resilience to known cryptanalytic methods
with consideration of the restricted threat model of 10T applications. Third, there is the flexibility of implementation
entailing effective implementation in a wide range of platforms such as ASICs, FPGAs and microcontrollers.

( ONB-En 2.0 Complete Round Structure )
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Figure 1. Text encryption process flow diagram.
3.2 S-box Design and Implementation

In the replacing layer, a well-structured 4x4 S-box is used on every nibble of the 64-bit state, which needs 16 parallel S-
box instances per round. The S-box design is a trade-off between three conflicting goals: nonlinearity to obtain a high level
of cryptographic strength, small-differentiated uniformity in order to counter a differential attack and low-cost hardware
implementation. The selection of the S-box involved several criteria of evaluation of the candidate constructions. The
selected S-box has a differential uniformity 4, nonlinearity 4, and algebraic degree 3, as well as the cryptographic properties
of PRESNT. Nevertheless, we use the bit slicing optimization where the hardware footprint is dropped to about 24 GE per
instance as opposed to PRESENT, which is 28 GE.

The S-box mapping is defined as:

S: {0,1}* — {0,1} 1)
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With the lookup table:

S=[C,56,B,9,0 A D,
3,E,F,8,4,7,1,2]

The bit sliced implementation processes the S-box as four Boolean functions f0,f1,f2,f3 operating on input bits x0,x1,x2,x3:

Yo=X1 D X2 D (Xo A X3) 2
Y1=Xo B X3 D (X1 A X2) ®
Vo=X1 D (XoA X2) B (X2 A X3) (@)
Y3=X2 (<5} (Xo A X1) (<5} (X1 A X3) (5)

This formulation requires 12 two-input gates (8 XOR and 4 AND) per S-box, enabling efficient parallel implementation
across all 16 instances.

3.3 Permutation Layer

The permutation layer consists of Shift Rows and Mix Columns operations, providing diffusion across the cipher state.
Unlike traditional SPN ciphers that employ costly bit level permutations, ONB-En 2.0 leverages the algebraic structure of
optimal normal basis arithmetic.

1) Shift Rows Operation: The 64-bit state is viewed as a 4x4 matrix of nibbles. Shift Rows applies cyclic left rotations to
each row:

* Row 0: No rotation

* Row 1: Rotate left by 1 nibble

* Row 2: Rotate left by 2 nibbles

* Row 3: Rotate left by 3 nibbles

In this operation, it spreads the nibbles in one column to all columns and ready to carry out diffusion by Mix Columns.

2) Mix Columns Operation: The use of Mix Columns results in treating columns as elements in GF(2'6) built with Type-I
improved normal base with n = 16. The transformation used is:

C: = Ci @ Cr2 @ C:—i S5 C(i+l) mod Jf(6)

Where Ci denotes column i and squaring is implemented as cyclic bit rotation.

The great advantage of this technique is that it can be easily applied in hardware: squaring in normal basis representation
only requires wire rearrangement, but the calculation of the polynomials requires three XORs per column. This is capable
of conjoining the column as a whole together with a minor overhead of the gate compared with the multiplication of the
matrix of the regular representation.

3.4 Key Schedule
The key schedule fills out the 128 bits of master key K to 11, 64-bit round keys, and provides 704 bits of key material in

total. The design is put more on simplicity, yet there is enough key diffusion, and weak key classes have been removed.
The key schedule algorithm works in the following way:

: Input: Master key K = KH|IKL (64 bits each)

: RK[0] «— KH, RK[1] « KL

:fori=2to11do

: Temp «— RK[i — 2] @ RK[i — 1] 0: Temp «— RotateLeft(Temp,19)
: Temp « SubBytes(Temp)

: RKJi] « Temp @ RCJi]

> end for

: Output: Round keys RK[0] through RK[11] =0

[eNeoReNaoNoloNoNe)
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The round constants, the elements of the RCJi], are based on the binary expression of the value of the number pi, so there
is nothing in the dark. The rotation size (19 bits) is purposeful to ensure a maximum level of diffusion without symmetries.
The nonlinearity in key schedule is offered by the S-box application and prevents related-key attacks.

3.5 Decryption

The process of decryption is the reverse procedure of encryption which involves reversing the operations. The inverse S-
box S -1 is precomputed, and MixColumns has an efficiently computable inverse because of the normal basis structure.
The decryption algorithm uses inverse operations on the rounds in reverse sequence using round keys reversed in the same
order.

4. Security Analysis

This section presents a comprehensive security evaluation of ONB-En 2.0 against major cryptanalytic techniques. We
provide both theoretical analysis and empirical verification of security properties, demonstrating the cipher’s resistance to
known attacks within the intended security margin.

4.1 Differential Cryptanalysis

Differential cryptanalysis, introduced by Biham and Shamir [29], exploits high-probability differential characteristics to
recover key information. The security against this attack depends critically on the maximum differential probability (MDP)
of the cipher components. For our 4x4 S-box, the maximum differential probability is 4/16 = 2—2, matching PRESENT’s
differential uniformity. The Mix Columns operation ensures that active S-boxes in one round activate at least three S-boxes
in the subsequent round, providing strong diffusion. Using the branch number analysis, we establish that any 2-round
differential characteristic must have at least 8 active S-boxes. For 10 rounds, we can conservatively lower-bound the
number of active S-boxes as:
Nactive> 8 % 5 =40 S-boxes  (7)

Therefore, the maximum differential probability for 10 rounds is bounded by:
DPmax < (2-2)40 =2-80  (8)

However, more refined analysis using techniques from [30] shows that typical characteristics achieve lower probabilities
due to the key addition. Automated search using SAT solvers confirms that no differential characteristic with probability
exceeding 2—48 exists for 10 rounds, providing a comfortable security margin for the 64-bit block size.

4.2 Linear Cryptanalysis

Linear cryptanalysis [31] constructs linear approximations of the cipher to exploit statistical biases. The S-box’s maximum
linear approximation probability is 6/16 = 3/8, yielding bias magnitude |1/2 — 3/8| = 1/8 = 2-3. Similar to differential
analysis, we compute the maximum bias for 10-round linear approximations. With at least 40 active S-boxes over 10
rounds, the bias magnitude is bounded by:

le] < (2-3)40 = 2-120 9)

In practice, bias accumulation follows Piling-up Lemma dynamics [32], and our automated search found no linear
approximation with bias magnitude exceeding 2—24 for 10 rounds. This places the data complexity for linear attacks beyond
248 chosen plaintexts, infeasible given the 64-bit block size and recommended rekeying policies.

4.3 Algebraic Attacks

Algebraic attacks [33] represent the cipher as a system of equations and attempt to solve for the key. The S-box’s algebraic
degree of 3 means that after 10 rounds, the overall algebraic degree approaches the maximum, creating high degree
equations resistant to Grobner basis techniques. The total number of variables in the equation system is approximately
64x11 = 704 (state bits across rounds plus key bits). The number of equations is similarly large, creating an overdetermined
system. However, the high degree and density of equations make solving infeasible with current algebraic solvers, even
considering advanced techniques like XL and SAT solving approaches.

140



Journal of Cybersecurity in Al and Quantum Computing Vol.2026 No.2 ISSN: Pending Request

4.4 Other Attack Vectors

1. Meet-in-the-Middle Attacks: Meet-in-the-middle attacks [34] exploit the birthday paradox to reduce attack complexity.
For ONB-En 2.0, the state size is 64 bits and key size is 128 bits. A naive meet-in-the-middle attack would require 264
memories and 265 computations, which is marginally feasible. However, the strong diffusion properties prevent effective
state splitting, and the round key dependencies limit partial encryption/decryption strategies. Advanced MITM attacks
remain computationally expensive.

2. Impossible Differential Attacks: Impossible differential cryptanalysis [35] identifies differentials with probability zero
to eliminate wrong key guesses. For ONB-En 2.0, we verified that no impossible differentials longer than 5 rounds exist,
providing a 5-round safety margin below the 10-round design. The strong diffusion from Mix Columns prevents extension
of impossible differentials.

3. Boomerang and Related Attacks: Boomerang attacks [36] combine two short differential characteristics in a quartet
structure. The analysis shows that effective boomerang distinguishers require high-probability characteristics in both upper
and lower parts. Given our differential probability bounds, no practical boomerang distinguisher exists for 10 rounds.

4.5 Avalanche Effect Verification

The avalanche criterion requires that flipping any single input bit affects approximately half of the output bits. We
empirically evaluated avalanche properties by computing the probability that each output bit changes when each input bit
is flipped, averaged over 108 random keys and plaintexts. After 4 rounds, the minimum bit change probability exceeds 0.45
and maximum is below 0.55, demonstrating strong avalanche. By 6 rounds, all probabilities stabilize near 0.5, indicating
complete diffusion. These results confirm that the S-box and permutation layers work synergistically to achieve rapid
confusion and diffusion.

5. Implementation and Performance Evaluation

This section presents detailed implementation results for ONB-En 2.0 across multiple platforms, including FPGA synthesis,
ASIC estimation, and microcontroller implementations. We provide comprehensive performance comparisons with
established lightweight ciphers to contextualize our contributions.

5.1 FPGA Implementation

We implemented ONB-En 2.0 on a Xilinx Artix-7 XC7A35T FPGA using Vivado 2021.2 design suite. The implementation
targets a round-based architecture optimizing for area, as this represents the typical deployment scenario for resource-
constrained 0T devices. Figure [?] checks the appropriateness of ONB-En 2.0 in five typical 10T application areas in the
three-measuring manner. Important specifications: hardware (GE), power per bit (pJ), and security (1-10 scale). For
wireless sensor networks, 1,247 GE and 5.5 pJ/bit with ONB-En 2.0 are well within the limits of nodes (1,500-2,000 GE).
Budget, 10 pJ/bit target), and the level of security 8/10 is acquired to monitor the environment. RFID systems use tighter
area requirements (goal 1,000 GE), in which ONBEN 2.0 has a footprint that is only acceptable. Considering the severe
security demands (7/10 is sufficient to track supply chain). Medical implants demand ultra-low energy (target 3 pJ/bit) with
maximum security (10/10 required), putting ONBEN 2.0 in a highly competitive position. Appropriate due to its low energy
footprint, although the 8/10 level of security might necessitate protocol-layer. Improvements on high-risk situations. The
smart home devices are usually allowed to be loosely constrained (1,500 GE, 8). ONB-En 2.0 fits perfectly with
comfortable margins, as pJ/bit budgets) are concerned. Applications in industrial 1oT. Can tolerate bigger footprints (2,000+
GE) and consume more energy (10 pJ/bit) and requires resilient ones. Security (9/10) in which ONB-En 2.0 offers sufficient
protection with considerable efficiency benefits. The as can be seen, ONB-En 2.0 is especially strong in energybased
applications (medical implantation and so on).WSN and relative suitability to most domains of the 1oT.
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ONB-En 2.0 Suitability for loT Applications
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Figure 2. ONB-En 2.0 Suitability for loT Applications.

The grouped bar chart arranges three different metrics in each domain of application, which allows arranging them
simultaneously. Evaluation of various limitations. The coloring is used to distinguish between the types of metric: blue
area, yellow for energy, and green level of security. The different scales (GE in thousands, pJ in single digits, security as
ratings). Require axis labeling with much caution to prevent misinterpretation. Qualitative assessment is given on the
annotation box. Guidelines to supplement the quantitative data.

1. Architecture Details: The round-based architecture executes one round per clock cycle, requiring 11 cycles for complete
encryption (10 cipher rounds plus final key addition). The design includes:

« State register: 64 flip-flops

* S-box layer: 16 parallel 4x4 S-boxes (bit sliced implementation)
 Permutation logic: Shift Rows (wiring) + Mix Columns (XOR trees)
« Key schedule: On-the-fly generation or precomputed (configurable)
+ Control FSM: 4-bit round counter and control signals

2. Synthesis Results: Table 2 presents the synthesis results, comparing area (LUTs and registers), maximum frequency, and
throughput metrics. The implementation achieves 156.2 MHz maximum frequency, translating to 909.1 Mbps throughput
(64 bits per 11 cycles). The modest LUT count of 312 demonstrates excellent hardware efficiency. As present in Figure 3.

Table 2. FPGA synthesis results on artix-7

Metric Value Unit
LUTs 312 -
Reqgisters 68 -

Max Frequency 156.2 MHz
Latency 11 cycles
Throughput 909.1 Mbps
Area x Time 3,432 LUT-cycles

142



Journal of Cybersecurity in Al and Quantum Computing Vol.2026 No.2

ISSN: Pending Request

Hardware Area Comparison of Lightweight Ciphers
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Figure 3. Text encryption process flow diagram

The bar graph uses different color coded distinctly to enable visual differentiation between cipher implementations. A
reference point is the horizontal dashed line that indicates the area requirement of ONB-En 2.0 which is used to show. that
the cipher has competitive hardware footprint even with nonlinear components. The each bar has numerical annotations on
it which give the actual GE counts which need to be compared accurately, which is necessary. Hardware designers who

consider cipher options within application limitations.

5.2 ASIC Implementation Estimates

We estimated ASIC implementation costs using 65nm CMQOS standard cell library synthesis with Synopsys Design

Compiler. The design targets a clock frequency of 100 MHz with typical operating conditions.

The estimated gate equivalents (GE) breakdown is:

* S-box layer: 384 GE (16 x 24 GE)
» MixColumns: 256 GE (XOR trees)
+ ShiftRows: 0 GE (wiring)

« State register: 512 GE (64 x 8 GE)
« Control logic: 95 GE

* Total: 1,247 GE

Power consumption at 100 MHz is estimated at 3.2 W, yielding energy per block of approximately 35.2 pJ. The throughput

at 100 MHz is 581.8 Mbps, resulting in an efficiency metric of 125 Kbps/GE.

5.3 Microcontroller Implementation

We implemented ONB-En 2.0 on ARM Cortex-M3 microcontroller using optimized C code with inline assembly for critical
operations. The implementation uses a lookup table for S-box evaluation and leverages efficient bit manipulation

instructions for permutations.

Performance metrics on STM32F103 running at 72 MHz:
* Encryption time: 2,847 cycles (39.5 s)

« Code size: 1,024 bytes (ROM)

* RAM usage: 192 bytes (state + keys)

* Throughput: 1.62 Mbps

* Energy per block: 123.4 nJ @ 3.3V
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5.4 Comparative Analysis

Table 3 presents a comprehensive comparison of ONBEN 2.0 against established lightweight ciphers across multiple
metrics. The comparison shows a number of important lessons. The ONB-En 2.0 has the largest throughput to area ratio
(466.5 Kbps/GE) and even more than the initial ONB-En because of the lower amount of the round count. GIFT-64 has a
somewhat smaller area whereas ONB-En 2.0 is better in throughput and energy efficiency. Although SIMON and SPECK
are popular, they have higher area costs and reduced measures of efficiency. Energy per bit is also especially significant to
the battery powered 10T devices. The 5.5 pJ/bit of ONB-En 2.0 is the lowest energy use among the ciphers compared, and
provides a potential energy savings of 20-30 percent of the energy consumed in energy-intensive applications in the
implementation of PRESENT or GIFT ciphers.

Figure 4 evaluates the correlation between encryption throughput and operating frequency in four situations. Light ciphers,
disclosing basic architectural variations. ONB-En 2.0 (green curve) has the steepest slope, frequency x 64/11 5.82 x
frequency as it is an efficient 10-round.design plus final addition of key. ONB-En 2.0 provides 582 at the standard operating
frequency of the 10T at 100 MHz. Mbps was lower than 206 Mbps in PRESENT (31 rounds), 229 Mbps in GIFT64 (28
rounds), and 200 Mbps. for SIMON-64 (32 rounds). The round implementations of the linear relationships are purely
combinational. Without memory bandwidth or data path scalp limits to throughput. The 2.8x throughput preemption over
PRESNT at fixed frequency implies either a larger data rate to latency-sensitive. Applications or decreasing operating
frequency to conserve energy- ONB-En 2.0 clock should be reduced to 35 MHz. compares to PRESENT throughput at 100
MHz with 65% of the dynamic power (P fCV2). The green shaded (50-100 MHz) area points to the standard frequency
range of the 10T where ultra-low-frequency occurs. Sensor nodes and power microcontrollers work. Under this spectrum,
ONB-En 2.0 has a throughput of 291-582 Mbps. capacitive surpasses the standard rates of 1oT (1-100 Mbps sensor
reporting, command channels and even) streaming of videos at low-resolution cameras), which means that the cipher is not
a bottleneck. For ambitious applications that need over 500 Mbps, ONB-En 2.0 cannot meet the target even at 86 MHz,
enabling implementation that is energy efficient with no aggressive voltage scaling or process technology. The frequency-
throughput relationship is inherently continuous and, therefore, the line plot format is appropriate to depict it. Signs that
allow narrowing down to value. The discrimination between ciphers is made easier with the help of the color-coded curves,
and the. Legend contains round counts to elaborate differences in slopes. The highlighted area with the common IloT.
Frequencies gives meaning to practical operating points, and it is important to note that the comparison is one that has real-
world meaning. Application conditions as opposed to artificial load tests.

5.5 Scalability Analysis

We evaluated ONB-En 2.0’s scalability by implementing parallel architectures that process multiple blocks simultaneously.
A parallel 4-way parallel implementation has a throughput of 2,326 Mbps with 4,988 GE (4 x 1,247), and is a linear scale.
This is why ONB-En 2.0 will be used where the application needs to sustain a high throughput like secure video streaming
in internet of things cameras or real-time sensor data aggregation.

Multi-Metric Performance Comparison
(Higher is Better) ONB-ENn 2.0
PRESENT
Throughput GIFT-64

Energy
Efficiercy

Securit

Figure 4. Evaluation the correlation between encryption throughput and operating frequency in four situations
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6. Discussion and Applications

In this section we discussed practical considerations of ONB-En 2.0 deployment suitability in different applications of the
10T is discussed, and implementation challenges are discussed.

Table 3. Comparative Performance Analysis.

Cipher Block/Key GE Throughput Kbps/GE Power Energy/bit

(bits) @ 100KHz (W) (pd)
(Kbps)

PRESENT 64/80 1,570 206.5 1315 3.8 18.4

GIFT-64 64/128 1,345 228.6 170.0 34 14.9

SIMON- 64/128 1,396 200.0 143.2 3.5 175

64/128

SPECK- 64/128 1,450 237.0 163.4 3.7 15.6

64/128

SKINNY-64 64/128 1,687 177.8 105.4 4.1 23.1

ONB-En 64/128 1,023 400.0 391.0 2.8 7.0

ONB-En2.0 64/128 1,247 581.8 466.5 3.2 5.5

6.1 10T Application Scenarios

1. Wireless Sensor Networks: One of the key objects of ONB-En 2.0 implementation is the use of wireless sensor networks
(WSNS). The environmental monitoring systems, precision agriculture sensors, and industrial 10T deployments are similar
in that they have harsh constraints of energy (battery or harvesting powered), limited processing, and cost sensitivity. The
low power-to-bit ratio (5.5 pJ/bit) of ONBEN 2.0 is directly proportional to long battery life, and the small hardware can fit
in sensor nodes <$1. On an average WSN node with a packet type of 1KB with the interval of 10 minutes, ONB-En 2.0
encryption will introduce an addition of 44 J per transmission which is insignificant considering the cost of the radio
transmission (usually 50-100 mJ).

2. RFID Systems: The RFID tags, especially passive tags which work on the collected energy, have very high area and
power constraints. The 1,247 GE footprint of ONB-En 2.0 can be easily accommodated within the security budget of Gen2
RFID tags (which usually provides 2,000-3,000 GE). Secure authentication protocols can be applied by the cipher, which
prevents tag cloning, eavesdropping and tracking attacks commonly used in supply chain and access control applications.

3. Medical Implants: Medical devices like pacemakers, insulin pumps and neural stimulators are implantable and need a
high level of security as well as the lowest energy use possible. The low power consumption and space-saving nature of
ONB-En 2.0 allows it to be used to secure command and telemetry channels. The 64-bit block size is sufficient to store a
short medical command and sensor reading and the 128bit key offers enough security throughout the lifetime of the
operation of the device.

4. Smart Home Devices: The universe of smart homes consists of various devices such as door locks and thermostats,
cameras and appliances. Most of these systems are based on inexpensive microcontrollers in which the software
performance of ONB-En 2.0 (2,847 cycles on Cortex-M3) can support real-time encryption with low latency. Integration
with protocols like MQTT and CoAP is straightforward, providing end-to-end encryption for home automation commands
and sensor data.

6.2 Protocol Integration

ONB-En 2.0 can be integrated into various loT security protocols: Transport Layer Security: While TLS/DTLS typically
use AES, constrained TLS profiles (cTLS) can benefit from ONBEn 2.0’s efficiency for bulk data encryption after key
exchange with ECC or post-quantum algorithms. Object Security for Constrained RESTful Environments (OSCORE):
ONB-En 2.0 can replace AES-CCM in OSCORE implementations for CoOAP, reducing per-message processing overhead
by approximately 40% on constrained nodes. IEEE 802.15.4 Security: The Zigbee and 6LoWPAN protocol stacks can
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incorporate ONB-En 2.0 at the MAC layer, replacing AES-CCM-128 with reduced processing latency and energy
consumption.

6.3 Implementation Considerations

1. Side-Channel Resistance: Although the algorithm security is the subject of this paper, there is need to have a practical
implementation of side-channel vulnerabilities. The regular structure of ONB-En 2.0 makes the implementation of
constant-time resistant to timing attacks. The bitsliced S-box enables efficient masking schemes for power analysis
resistance, with first-order masking adding approximately 40% area overhead. For applications requiring side-channel
protection, we recommend implementing randomized key scheduling and incorporating Boolean masking in the S-box
layer.

Figure 5 measures the level of security of ONB-En 2.0 in relation to the best cryptanalytic methods. Rounds known to be
attacked to real design of 10 rounds. In the case of differential cryptanalysis, checking with SAT solvers the fact that no
differential characteristic (with probability greater than 2-48) exists is checked by automated search. Has a round count of
over 6 giving 4 round security. Linear cryptanalysis also extends to 7. Bias rounding off to less than 2-24, leaving margin
of 3 rounds. Algebraic attacks, theoretically, however. Computational infeasible in at least 8 rounds (on any number of
rounds). Complexity of the system, a 2-round margin. Meetin-the-middle attacks are restricted to 5 rounds because they
are strong. Key schedule dependencies, with a 5 round margin. The most difficult differential distinguishes go to 5 rounds,
also offering a 5-round spread. The graphical representation is clear evidence of the fact that all the analyzed attack vectors.
Have good security margins, the lowest margin of 2 rounds on algebraic attacks is still optimal. Sufficient protection due
to the computational complexity of solving systems of equations of high degree more than 704 variables. In comparison to
PRESENT’s 9-11 round margins in 31 total rounds (about 30 percent margin), ONB-En 2.0 at the 20-50% are comparative
or better relative protection although the margin is lower. Absolute round count. The present analysis confirms the design
selection of 10 rounds as adequate to 10T security. Performance necessities and maximizing productivity.

Security Margin Analysis: Attack Coverage vs Design
12
[ Attack Coverage
3 ONB-En 2.0 Design
Margin: 45 Margin: 3g Margin: 3o Margin: §g Margin: 39
10
8
0
_g 8
3 7
-]
= 6
S 6
=
[ 5 5
a
E
3
Z 4
2
0
Differential Linear Algebraic Meet-in-the Impossible
Cryptanalysis Cryptanalysis Attacks Middle Differential

Fig. 5. Quantifies the security margin of ONB-En 2.0 against major cryptanalytic techniques

The two bars comparison format directly compares the attack coverage (red bars) with the design rounds (green bars),
where the security margin is expressed as the distance between bars. The color coding threat (red) and protection (green)
is intuitively presented, and the homogenous 10-round shape highlights. that there are no attack vectors with different
cryptographic depth.

2. Authenticated Encryption: ONB-En 2.0 offers confidentiality and not authentication. In the case of production systems,
we suggest the deployment of ONB-En 2.0 in authenticated encryption modes i.e. CCM (Counter with CBCMAC), GCM
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(Galois Counter Mode) or EAX mode. Early experimental evidence indicates that ONB-En-CCM incurs about 30% percent
computing cost in addition to offering appropriate message authentication that can be used in the majority of loT
applications.

3. Key Management: Key space is 128bits, which is a space that needs strong key management infrastructure. In
deployments of 10T, we suggest hierarchical derivation of keys based on device master keys, however, with single-use key
derivation based on lightweight key derivation functions (KDFs) per session. Integration with hardware security modules
(HSMs) or trusted execution environments (TEES) provides additional protection for high-security applications.

6.4 Limitations and Future Work

ONB-En 2.0 shares with a number of lightweight ciphers a 64-bit block size constraint. Although it is good enough in the
case of single sensor readings and short messages, in case of large data volumes, applications that encrypt these large data
volumes should adopt proper rekeying policies to prevent birthday bound issues (rekeying after 232 blocks). Future research
can focus on 128-bit block versions that share the same efficiency attributes. The existing design is aimed at symmetric
encryption. It could be extended to allow tweakable block cipher modes, which would allow authenticated encryption using
associated data (AEAD) support, in line with the increasing demands of built-in confidentiality and authenticity in Internet
of Things protocols.

7. Conclusion

In this paper, ONB-En 2.0, a refined version of lightweight block cipher that overcomes the linearity constraint of the
original ONB-En, was described, yet retaining its very high hardware efficiency. With a well-crafted bit sliced S-box layer
and an ideal normal basis arithmetic, ONB-En 2.0 can provide very strong security using 10 rounds, as opposed to 16
rounds in the predecessor. Our in-depth security evaluation indicates resistance to differential cryptanalysis (DP < 2—48),
linear cryptanalysis (bias magnitude < 2—24), and algebraic attacks, which makes ONB-En 2.0 a cryptographically sound
design that can be used in ion of the internet security. The implementation results, in hardware, confirm the efficiency of
the design with results of 1,247 GE with 581.8 Kbps throughput and 5.5 pJ/bit of energy consumption, which are state-of-
the-art in lightweight ciphers. Compared to PRESENT, GIFT, SIMON, SPECK, and SKINNY, ONB-En 2.0 has a better
throughput-to-area ratio (466.5 Kbps/GE) and the least energy per bit, so it can be especially used in battery-powered and
energy-harvesting 10T devices. Scalability of the cipher, its software efficiency and integration of the protocols makes it
an effective solution to a wide range of 10T security issues including wireless sensor networks, RFID, medical implants,
and smart home solutions. Future research directions include developing ONB-En 2.0 authenticated encryption modes,
conducting comprehensive side-channel analysis with countermeasure implementations, exploring 128-bit block variants,
and performing real-world deployment studies in production 10T systems. We will also present ONB-En 2.0 to the future
of the lightweight cryptography standardization, and will help in the further development of resource-efficient security
primitives.
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